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Abstract

As e-commerce transactions continue to surge, the threat of fraud has escalated, posing significant challenges due to
class imbalances, rapidly evolving fraud tactics, and the critical need to balance false positives and negatives. This
study effectively addresses these challenges through an advanced ensemble stacking approach, integrating Support
Vector Machine (SVM), Neural Network, Gradient Boosting, and AdaBoost as base models, with a Random Forest
as meta-model to deliver final predictions. Using an e-commerce transaction dataset, our approach achieved
99.87% accuracy, significantly outperforming individual models. The meta-model further demonstrated 0.99
precision, 0.98 recall, and 0.99 F1-score for fraud cases (Class 1), highlighting its strong ability to accurately detect
fraudulent transactions while minimizing false positives and false negatives. While SVM had the longest execution
time, the Neural Network was the most efficient, and AdaBoost contributed the most to the meta-model’s predictions.
Model validation was performed using Local Interpretable Model-Agnostic Explanations (LIME), highlighting
Transaction Hour, Transaction Amount, and Account Age Days as key predictive features. The model was
successfully deployed to a web-based application, demonstrating real-time fraud detection capabilities. This
research offers a robust, interpretable method for e-commerce fraud prevention, potentially reducing financial losses
and enhancing online transactions.

Keywords: E-commerce fraud; Ensemble stacking; Machine learning; LIME; Real-time fraud prevention.

1. Introduction

E-commerce has rapidly transformed the global marketplace, offering unparalleled convenience to consumers and
new revenue streams for businesses. As online transactions grow aggressively, the risk of fraud increases. According
to an article by Mastercard, global e-commerce fraud is on the rise, with losses reaching $41 million in 2022 and
expected to exceed $48 billion in 2023 [1]. Because e-commerce involves such a large volume of transactions, fraud
strategies are always changing, and there are major financial and reputational concerns involved, detecting
fraudulent activities in this domain remains a critical challenge.

Despite the promise of machine learning-based fraud detection systems, several issues persist. A key challenge is the
significant class imbalance in e-commerce fraud datasets, where fraudulent transactions represent only a small
fraction of the total data [2]. Traditional resampling techniques, such as oversampling and under-sampling, can lead
to model overfitting or information loss, reducing predictive performance [3]. Therefore, there is a need for
approaches that address class imbalance without compromising model accuracy and generalizability.

Another major issue is the difficulty in minimizing both false negatives (undetected fraud) and false positives
(misclassified legitimate transactions). Achieving this balance is essential for maintaining trust and reducing
financial losses [4]. Many existing models struggle to strike this balance, resulting in suboptimal performance.
Developing more sophisticated models that enhance prediction accuracy while minimizing classification errors is
therefore crucial.

Additionally, while machine learning models can achieve high accuracy, their "black box" nature often prevents
stakeholders from understanding how decisions are made [4]. This lack of transparency can undermine trust in the
model's predictions. As a result, it is essential to validate the decision-making process and provide interpretable
insights into the factors influencing fraud detection.
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Most fraud detection studies also focus primarily on model evaluation, neglecting the assessment of real-world
effectiveness when the model is integrated into a data product or operational environment. This oversight limits the
practical applicability of these models, as the complexities of real-time data integration and performance in
production are not considered. A more comprehensive approach is needed, one that not only evaluates model
performance but also investigates how well the model functions when embedded in a live system.

This study makes a key contribution by tackling the challenge of class imbalance in the dataset using techniques
beyond traditional resampling or under sampling. Instead, it leverages robust models inherently suited for
imbalanced data, combined with careful hyperparameter tuning, to improve the detection of minority class instances.
By employing an ensemble stacking technique, the study enhances model performance by reducing both false
positives and false negatives, leading to more accurate fraud detection. The decision-making process is validated
through Local Interpretable Model-Agnostic Explanations (LIME), ensuring transparency and insight into how the
model generates predictions. Additionally, the research extends beyond evaluation by testing the model within a
real-time data product, demonstrating its effectiveness in operational environments. This practical evaluation
addresses a gap left by many prior studies that stop at theoretical model assessments.

The rest of this paper is organized as follows. Section 2 reviews relevant works in fraud detection, focusing on
existing machine-learning techniques. Section 3 introduces the model stacking methodology, discussing the base
models employed, such as Support Vector Machine, Neural Network (MLP Classifier), Gradient Boosting, and
AdaBoost. This section also describes the meta-features and meta-model. Section 4 outlines the experimental study,
detailing the dataset descriptions, preprocessing steps, model training, evaluation, validation, and testing within a
data product environment. Section 5 presents and discusses the results of the experiments, while section 6 concludes
the paper and offers directions for future work.

1.0 RELATED WORKS

This section presents critical analysis of related works of machine learning-based fraud detection technologies. The
articles reviewed highlight the use of machine learning techniques for detecting financial fraud, especially in the
context of fraudulent transactions.

Research by [5] applied machine learning algorithms, including Stochastic Gradient Descent (SGD), Random Forest
(RF), Decision Table (DT), J48 Decision Tree, and Instance-Based k (IBKk), to detect fraudulent transactions using
the UCSD Data Mining Contest 2009 dataset. The Random Forest model delivered strong performance, achieving a
precision of 97.60%, recall of 97.90%, F1-score of 97.60%, and a Matthews Correlation Coefficient (MCC) of
49.50%. However, the study faces key challenges. Although the dataset is highly imbalanced, the study does not
implement any specific techniques to handle the class imbalance issue, potentially biasing the results toward the
majority class.

A recent study by [6] applied a machine learning approach using Gaussian Naive Bayes, K-Nearest Neighbor, and
Fine Tree algorithms to detect e-commerce fraud using the BANKSIM dataset. The Fine Tree model achieved
impressive performance, with an accuracy of 99.58%, precision of 99.87%, recall of 99.70%, and an F1-score of
99.79%. However, the study identified several false positive and false negative cases, highlighting the challenges of
ensuring reliable fraud detection. Despite achieving a high metrics, the study lacks real-world variables like
transaction behaviour, device information, and IP tracking. Additionally, it does not explicitly address class
imbalance or focus on minimizing false positives and false negatives, which are critical in fraud detection.

Similarly, a convolutional neural network (CNN) model for e-commerce fraud detection was presented by [7],
achieving a fraud prediction accuracy of 85.5%. The CNN model reported a precision of 42.4%, recall of 83.6%,
and an F1-score of 56.2%. However, the model faces challenges like cold start problems for new users with no
historical data and the use of random under-sampling, which may lead to information loss. Like the previous study,
this study also lacks focus on minimizing false positives and false negatives.

In another study by [8], a multi-perspective e-commerce fraud detection method was presented. This method
integrates process mining with Support Vector Machines and achieves a high AUC of 93.5%. The control and data
flow approach reported a precision of 94.6%, recall of 85.2%, and an F1-score of 89.5%. Although the approach
outperforms single-perspective methods, it increases computational complexity, resulting in higher overhead and
reduced efficiency in real-time fraud detection. The study also does not address class imbalance or focus on
minimizing false positives and negatives.
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The work of [9] presented various machine learning algorithms, including Decision Tree, Naive Bayes, Random
Forest, and Neural Network, to detect fraudulent transactions in e-commerce dataset. Using SMOTE to handle class
imbalance, the Neural Network with SMOTE achieved an accuracy of 85%, precision of 92.5%, recall of 76.7%,
F1-score of 85.1%, and G-Mean of 84.6%. However, without SMOTE, the Neural Network had a higher accuracy of
96%, precision of 97.1%, but a lower recall of 54% and G-Mean of 73.5%. The study highlighted the trade-offs, as
SMOTE improved recall and G-Mean but reduced accuracy, raising concerns about overfitting and synthetic noise.
The trade-off between false positives and false negatives was not fully addressed.

Merchant fraud detection was addressed by [10] using Random Forest, Decision Tree, and Logistic Regression
algorithms. The Random Forest model achieved the highest performance with an accuracy of 84.55%, precision of
87.81%, recall of 82.36%, and specificity of 87.03%. This paper includes features like merchant registration date
and IP address, which could be valuable for real-world fraud detection. However, they don't address class imbalance
issues or focus on minimizing false positives and negatives.

A deep reinforcement learning approach combined with artificial neural networks was proposed by [11] for fraud
detection in e-commerce transactions. The model uses the Artificial Bee Colony (ABC) algorithm to initialize
weights and frames the classification problem as a sequential decision-making process. This approach achieved an
accuracy of 89.0%, recall of 91.0%, precision of 89.2%, F-measure of 89.0%, and G-means of 89.8%, outperformed
other machine learning models like SVM, Naive Bayes, KNN, Random Forests, Logistic Regression, and Decision
Trees. The study addresses class imbalance by assigning higher rewards for correctly identifying the minority class.
Nevertheless, it does not provide explicit measures for minimizing false positives and negatives.

Various machine learning (ML) and deep learning (DL) algorithms, including Support Vector Machines Logistic
Regression, Random Forest (RF), and Convolutional Neural Networks (CNN) were employed by [12] to detect
credit card fraud with the European Card Benchmark dataset. The CNN model achieved the highest performance
with an accuracy of 99.9%, precision of 93.2%, recall of 77.5%, AUC of 92.9%, and PRC of 81.6%. To address the
class imbalance, the study balanced the dataset by removing non-fraudulent transactions. While this approach helped
improve model performance, it also introduces challenges such as reducing data diversity. This can potentially limit
the model’s ability to generalize well to real-world scenarios with varying patterns.

In their framework, [13] applied machine learning algorithms, including Logistic Regression, k-NN, SVM, Decision
Tree (DT), Random Forest (RF), SGD, XGBoost, and ensemble models, to detect financial fraud using a European
credit card transaction dataset. The ensemble learning model achieved a precision of 89.97%, recall of 97.00%, and
an F1l-score of 86.02%. To address the class imbalance, they used SMOTE and random under-sampling. These
methods improved metrics like recall and F1-score. However, SMOTE may lead to overfitting by replicating
minority class patterns, while random under-sampling reduces data diversity, potentially affecting the model's
generalization.

For credit card fraud detection, [14] presented machine learning algorithms such as Logistic Regression, Decision
Tree (DT), Random Forest (RF), Artificial Neural Network (ANN), and Naive Bayes (NB), achieving the highest
performance with the GA + RF model, which reached an accuracy of 99.98%, precision of 95.34%, recall of
72.56%, and F1-score of 82.41%. The study uses European credit cardholder’s dataset and SMOTE was applied to
manage the class imbalance. Although SMOTE enhanced key metrics like recall and F1-score, it also led to
challenges like overfitting by replicating minority class patterns and reducing data diversity.

A range of machine learning algorithms, including Support Vector Machine, k-Nearest Neighbors (KNN), Random
Forest (RF), Logistic Regression, Bagging, Boosting, and ensemble models, were utilized by [15] for credit card
fraud detection with the European credit cardholders dataset. The RF and Boosting models achieved the highest
performance with an accuracy of 99.98%, precision of 99.98%, recall of 99.98%, and F1-score of 99.98%. To
address the class imbalance, they applied SMOTE and under-sampling techniques. While SMOTE improved metrics
like recall and F1-score, it introduced challenges such as overfitting from replicating minority class patterns and
reduced data diversity due to under-sampling legitimate transactions.

A soft voting ensemble model was proposed by [16] for detecting fraudulent credit card transactions on imbalanced
data. The study addresses the class imbalance issue by comparing oversampling, undersampling, and hybrid
sampling techniques. Several classifiers, including ensemble models, were developed with and without sampling
methods, with the highest performance achieved without any resampling technique. The proposed soft voting
ensemble outperformed individual classifiers, achieving an accuracy of 99.96%, precision of 98.70%, recall of
79.59%, and an F1-score of 87.64%. However, the resampling techniques used in study such as oversampling can
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cause overfitting, undersampling reduces data diversity, and hybrid methods increase computational complexity,
limiting scalability and generalizability.

The study conducted by [17], developed an ensemble stacking model that combines Decision Tree, Naive Bayes,
K-Nearest Neighbor, and Random Forest to detect fraudulent Bitcoin transactions. Using the Bitcoin Heist
Ransomware dataset, which had been filtered down to 381,464 instances, the study addressed class imbalance with
Adaptive Synthetic (ADASYN) and Tomek Link techniques. The stacking model achieved impressive results, with
an accuracy of 97%, precision of 96%, recall of 98%, F1-score of 97%, AUC-ROC of 99%, and a False Positive
Rate (FPR) of 3%. Additionally, the study employed explainable AI (SHAP) to interpret and validate the model’s
predictions. However, the use of resampling techniques may introduce noise, leading to potential overfitting in
real-world applications.

In their efforts to enhance fraud detection [18] employed stacked generalizations combined with various resampling
methods. The study tested multiple machine learning algorithms, such as k-NN, Gaussian Naive Bayes, MLP,
AdaBoost, GBM, SVM, EasyEnsemble, and Decision Trees, on a highly imbalanced credit card fraud dataset from
the Université Libre de Bruxelles. The dataset contained 284,807 entries, with only 492 being fraudulent. The MLP
model with 0SMOTE (no oversampling) achieved the best performance, with an accuracy of 99.94%, F1-score of
81.84%, and AUC of 96.0%. However, the resampling techniques explored in the study may introduce noise or lead
to overfitting, which could potentially limit the model’s ability to generalize to real-world applications.

Financial fraud detection in Chinese listed companies was explored by [19] through a stacking algorithm combining
models such as Logistic Regression, SVM, Random Forest, RUSBoost, XGBoost, and Stacking. The stacking model
achieved the highest performance with an AUC of 74.2%, and sensitivity and precision both at 76.5%. To address
class imbalance, the RUSBoost algorithm was used, which involves under-sampling the majority class. This can
lead to information loss and may reduce model performance in real-world applications.

Table 1 provides a summary of the related studies, highlighting common challenges in e-commerce fraud detection.
A prominent issue is class imbalance, where fraudulent transactions make up only a small fraction of the dataset,
often leading to overfitting or information loss when traditional resampling techniques, such as oversampling or
under-sampling, are applied. Additionally, many studies lack adequate focus on minimizing both false positives and
false negatives, which is essential for achieving accurate fraud detection and reducing financial losses. Another
significant challenge is the "black box" nature of machine learning models, which limits stakeholders' understanding
of the decision-making process and reduces trust in the system. Furthermore, most studies concentrate on model
evaluation in isolation, without considering the real-world challenges of integrating these models into live systems.
This oversight restricts the practical applicability and robustness of the models in operational environments.
Addressing these challenges is crucial to enhancing the reliability, transparency, and effectiveness of fraud detection
systems in real-world applications.
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2.0 PROPOSED FRAMEWORK

In this paper, we employed a sophisticated machine-learning technique known as Stacking. As an advanced
ensemble learning approach, stacking improves model performance by strategically combining multiple simpler
models into a more robust predictive system, making it an increasingly valuable tool in machine learning
applications [20]. This method involves training multiple predictive models, known as base models, on the same
dataset. The predictions generated using these models will be used to create a new training dataset to train
higher-level models, known as Meta-Models [21]. The main advantage of stacking is its ability to consolidate the
predictive capabilities of various models, which increases the system's prediction accuracy and robustness [22].

Data Collection

Stacking Framework

Data Cleaning & Base Models

Preprocessing Support Vector

Machine (SVM)
Predictions from all
models

Neural Network Training
(NN)
Training Dataset New Training Dataset Meta Model Final Predictions
Gradient (Meta Features) (Random Forest) (Result)
Boosting (GB)
Ada Boosting
(AD) Model
Evaluation
Model Validation
New Web
- Deployment
Transactions Application ploy

Real-Time Fraud
Detection

Figure 1: The flow of the model stacking framework

2.1 Base Models
The stacking process begins with the training of multiple diverse independent base models [22]. Each model is
selected for its strengths and ability to capture different patterns within the dataset.

2.11 Support Vector Machine (SVM)

An SVM model is a versatile supervised learning method commonly used for solving binary classification problems,
making it suitable for fraud detection [8]. Its ability to classify user behaviors in complex scenarios ensures reliable
results, even in intricate fraud detection cases [8]. SVM works by separating data using a hyperplane or by applying
kernel functions to move the data into a higher-dimensional space, enhancing the separation of classes [23]. Due to
its flexibility and ease of use, SVM is frequently employed in machine learning applications, including fraud
detection [24].

2.1.2 Neural Network (MLP Classifier)

Multilayer perception (MLP) is one of the simple and widely used neural network architectures [25]. In an MLP,
data flows sequentially from the input layer to the output layer, with hidden layers in between processing the
information [26]. The hidden layer serves as the core of the MLP, transforming input data and passing it to the
output layer [27]. Neurons, which act as processing units, are fully connected between adjacent layers, enabling each
neuron to pass information to every neuron in the next layer [26]. The network is trained using backpropagation,
optimizing weights and biases to minimize error, a crucial factor in accurate fraud detection [28].

2.1.3 Gradient Boosting

Gradient Boosting is a well-known supervised learning algorithm that utilizes the ensemble method of "Boosting" to
improve model performance [29]. It combines an ensemble of weak learners, typically decision trees, to handle
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nonlinearity effectively, making it a suitable choice for e-commerce fraud [30]. One of its appealing characteristics
is that it requires minimal data preprocessing, which simplifies the modelling process while maintaining high
predictive accuracy [31].

214 AdaBoost

AdaBoost, also known as Adaptive Boosting, is a popular algorithm in machine learning due to its ability to quickly
enhance model performance [32]. It is extensively used in various domains, particularly in transaction fraud
detection [33]. The algorithm builds strong classifiers from weaker ones by iteratively improving the performance of
individual classifiers, making it well-suited for both simple and complex problems [34] .

2.2 Meta Features

After training the base models, each base model generates predictions using the original dataset. These predictions,
often represented as probabilities, indicate the likelihood that a given instance belongs to a specific class [35]. This
process transforms the original feature space into a new, enriched dataset (Meta Features), where the predictions of
the base models form the foundation for further classification.

2.3 Meta Model

In this implementation, a Random Forest Classifier is employed as a meta-model. This model is trained on a newly
created dataset (Meta Features). The meta model's main function is to learn from the predictions provided by the
base models rather than directly from raw input features [36]. Random Forest was selected as a meta-model due to
its capacity to handle overfitting and its proficiency in integrating insights from numerous trees to make more
accurate predictions [37]. The final predictions are generated using this Metal Model [22].

This paper explores the use of Stacking, a machine learning technique that combines multiple base models (SVM,
Neural Network, Gradient Boosting, and AdaBoost) to improve prediction accuracy and robustness. Each base
model captures unique patterns, and their predictions form a new dataset of meta-features. A Random Forest
classifier, used as the meta-model, learns from these predictions to make final decisions, leveraging the strengths
of individual models. This approach enhances performance, reduces overfitting, and simplifies complex fraud
detection tasks.

3.0 EXPERIMENTAL STUDY

In this experiment, the effectiveness and interpretability of e-commerce fraud detection models have been evaluated
by employing a stacked ensemble method. Four different algorithms, such as Support Vector Machines, Neural
Networks, Gradient Boosting, and AdaBoost, are used as base models. These base models are then combined to
form the meta-model. Data has been processed and analyzed to explore the distribution of the data and fraud cases,
addressing challenges such as class imbalance and high false positive rates. The models were trained and tested
using an e-commerce fraud dataset, which provided insights into prediction accuracy and model transparency. The
following subsection will provide further details of the experiment setup.

311 Dataset Descriptions

The dataset used in this study is a synthetically generated transaction data from Kaggle, designed to simulate
e-commerce transactions for the purpose of fraud detection. The dataset consists of 23,634 records and 16 columns
(features) as detailed in the Table 2.

Table 2: Shows all the features of the dataset

Features Description
Transaction ID A unique identifier for each transaction.
Customer ID A unique identifier for each customer.
Transaction Amount The amount of the transaction in the local currency.
Transaction Date The date when the transaction took place.
Payment Method The method used for payment (e.g., credit card, PayPal, etc.).
Product Category The category of the purchased product.
Quantity The quantity of the purchased product.
Customer Age The age of the customer at the time of the transaction.
Customer Location The location (city, state, country) of the customer.
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Device Used The device used for the transaction (e.g., smartphone, tablet).
IP Address The IP address from which the transaction was made.
Shipping Address The address to which the purchased product was shipped.
Billing Address The billing address associated with the payment method.
Is Fraudulent The target column indicates whether the transaction is fraudulent.
Account Age Days The number of days since the customer's account was created.
Transaction Hour The time of the day when the transaction took place.
3.1.2 Data Preprocessing

The data preprocessing involved checking for duplicates, missing values, and NaN entries. We found 116 outlier
records in the 'Customer Age' column, with ages ranging from -2 to 8. Since these outliers made up less than 1% of
the data and the overall age distribution was normal, they were replaced with the mean age. Figure 2 below shows
that 22,412 records in our data are non-fraudulent, while only 1,222 records represent fraudulent cases, accounting
for just five percent of all cases. This highlights a class imbalance in the dataset that we need to address.

Fraudulent Transactions vs. Legitimate Transactions
77412

20000 4

15000 A

Count

10000

5000

1222

0 , I |

0 1
Is Fraudulent

Figure 2: Distribution of Target Class

Following that, we converted the Transaction Date' to datetime format, created "Year' and 'Month' columns, and
removed unnecessary columns like "Transaction ID' and 'Customer ID'. Next, we encoded the 'lIs Fraudulent' column
with Label Encoder (0 for non-fraudulent, 1 for fraudulent) and converted other categorical variables like 'Payment
Method' and 'Product Category' to numeric values. For feature selection, we applied Random Forest and used
SelectFromModel to identify the most important features. The dataset was split into 80% for training and 20% for
testing to prevent data leakage and ensure independent evaluation. Lastly, we standardized the selected features with
Standard Scaler to enhance model performance.

3.13 Model Training

In this study, we employed several base models (SVM, Neural Network, Gradient Boosting, and AdaBoost) and a
meta-model (Random Forest). These models were chosen for their effectiveness in handling complex classification
tasks, such as e-commerce fraud detection. We carefully tuned the hyperparameters to enhance the models'
performance, with a particular emphasis on addressing class imbalance and improving fraud detection accuracy.

To address the problem of class imbalance, which is often seen in fraud detection data sets, we implemented
strategies to focus more on the minority class (fraud cases). For instance, we adjusted the SVM and Random Forest
models to give more importance to the minority class by using class weights. This ensured that the models wouldn't
overlook important fraud cases. Furthermore, we used grid search to fine-tune the parameters of all the models to
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determine the most effective settings for accurate and balanced fraud detection. Table 3 summarizes the optimized
parameters for each model.
Table 3: Hyper Parameter Tunning Ranges and Best Value

Model Parameters Best Value Tuning Range
SVM C 0.1 [0.1,1,10]
kernel linear ['linear', 'rbf', 'poly]
class_weight {0:1,1: 4} {0:1,1:1}, {0: 1, 1: 4}, {0: 1, 1: 10}
gamma scale ['scale’, 'auto’]
probability TRUE [True, False]
Neural hidden_layer_sizes (50, [(50,), (100, 50), (150, 100)]
Network
activation tanh [relu’, tanh
solver sgd [adam’, 'sgd’]
alpha 0.01 [0.0001, 0.001, 0.01]
learning_rate_init 0.01 [0.001, 0.01, 0.1]
max_iter 200 [200, 300, 400]
Gradient n_estimators 300 [100, 200, 300]
Boosting -
learning_rate 0.01 [0.01,0.1,0.2]
max_depth 3 [3,5,7]
subsample 0.6 [0.6,0.8,1.0]
AdaBoost n_estimators 100 [50, 100, 200]
learning_rate 0.1 [0.01,0.1,1.0,1.5]
Random n_estimators 100 [50, 150]
Fof\‘jlsgd(%em _ max_depth _ 15 [5, 15]
min_samples_split 2 [2, 10]
min_samples_leaf 1 [1, 4]
class_weight balanced ['balanced', 'balanced_subsample’]
bootstrap TRUE [True, False]

These tuned hyperparameters allowed the models to perform better under the challenge of class imbalance while
maintaining high accuracy. The meta-model, trained on the predictions of the base models, further enhanced the
robustness of the overall fraud detection system.

3.14 Model Evaluation
Several evaluation metrics, including accuracy, precision, recall, and F1 Score, were utilized to assess the models'
performance in detecting e-commerce fraud.
e Accuracy measures the overall correctness of the model by calculating the percentage of correct
predictions (both fraud and non-fraud) out of the total predictions.
e Precision focuses on the proportion of correctly identified fraud cases out of all cases the model predicted
as fraud, helping to minimize false positives.
e Recall (or sensitivity) measures the model’s ability to identify all actual fraud cases, reducing false
negatives correctly.
e F1-score balances precision and recall, offering a single score that accounts for both false positives and
false negatives.

3.15 Model Validation
In this study, we used LIME to validate the transparency of the models and ensure their decisions were interpretable.
LIME helps to provide local explanations for individual predictions by modifying the input data and analyzing the
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resulting changes in the model’s output [38]. This technique allowed us to examine how the model arrived at its
decisions, offering a clear view of the underlying decision-making process.

When LIME was applied to the meta-model, it provided details on the contribution of each base model to the final
prediction. Based on these results, we selected the top two contributing base models and then applied LIME
separately to those models. This allowed us to analyze further and identify the most significant features influencing
the predictions of these top models. This two-step process ensured that both the meta-model and the key base
models were transparent and interpretable, addressing the need for clarity and trust in fraud detection systems.

4.0 RESULTS AND DISCUSSION

In this section, we evaluated the performance of five machine learning models, that is Support Vector Machine,
Neural Network, Gradient Boosting, Ada Boosting, and a Meta Model. These models were assessed based on key
metrics, execution time, and the validation of their decision-making processes. The goal was to identify the most
suitable model, balancing predictive power and the ability to manage class imbalances.

4.1 Model Evaluation

To evaluate the performance of the proposed models, a comprehensive comparison of key metrics is conducted, as
illustrated in Table 4. This table highlights Accuracy, False Positives, False Negatives, Precision, Recall, and
F1-Score for Class 0 and Class 1, offering valuable insights into each model’s ability to differentiate between
majority and minority classes. This detailed analysis provides a deeper understanding of how well each model
handles the classification of both the majority and minority classes.

The SVM model achieved an accuracy of 95.24%. For Class 0, it achieved a precision of 0.95, perfect recall (1.00),
and an F1-score of 0.98. However, for Class 1, the precision was 0.90, the recall dropped significantly to 0.08, and
the F1-score was 0.14. The model generated 2 false positives and 223 false negatives, indicating that SVM struggled
with identifying the minority class. This highlights a potential limitation in the model's ability to correctly classify
positive instances for the minority class, despite performing well for the majority class.

The Neural Network demonstrated a slightly higher accuracy of 95.32%. For Class 0, it achieved a precision of 0.95,
perfect recall (1.00), and an F1-score of 0.98. For Class 1, the precision was 0.82, the recall was 0.11, and the
F1-score improved to 0.20 compared to SVM. The model produced 6 false positives and 215 false negatives,
showing a slight improvement in capturing instances from the minority class. However, there is still room for
improvement in recall, as the model missed many fraud cases (false negatives).

Gradient Boosting achieved the highest accuracy among the boosting algorithms with 95.37%. The model
maintained a precision of 0.95, perfect recall (1.00), and an F1-score of 0.98 for Class 0. For Class 1, the precision
was 0.81, the recall improved to 0.12, and the F1-score was 0.22. The model produced 7 false positives and 212
false negatives. This performance indicates a better balance between precision and recall for the minority class,
though the number of false negatives shows that further improvement is needed in detecting fraud cases.

Similarly, Ada Boosting achieved an accuracy of 95.37%. The model had a precision of 0.95, perfect recall (1.00),
and an F1-score of 0.98 for Class 0. For Class 1, the precision was 0.87, the recall was 0.11, and the F1-score was
0.20. It produced 4 false positives and 215 false negatives. Although AdaBoost did not outperform Gradient
Boosting, it still demonstrated reliable performance in handling both majority and minority classes, with a slight
focus on reducing false positives over iterations.

The Meta Model performed remarkably well, achieving an accuracy of 99.87%, the highest among all models. This
model achieved perfect scores across both classes: precision of 1.00, recall of 1.00, and an F1-score of 1.00 for Class
0. For Class 1, the precision was 0.99, recall was 0.98, and the F1-score was 0.99. With only 2 false positives and 4
false negatives, the Meta Model significantly reduced classification errors and demonstrated superior performance in
handling the minority class. The superior performance of the Meta Model can be attributed to its ability to combine
the strengths of various base classifiers, which helps in improving the recall for the minority class without
sacrificing overall accuracy. The Meta Model’s near-perfect results indicate its robustness in handling even
challenging classification problems with highly imbalanced datasets.

Table 4: Models Performance Summary
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. Accuracy False False Class -0 Class -1
Algorithm o o ) - -
(%) Positive | Negative | precision | Recall = F1-Score = Precision = Recall F1-Score
SVM 95.24 2 223 0.95 1 0.98 0.90 0.08 0.14
Neural
Network 95.32 6 215 0.95 1 0.98 0.82 0.11 0.20
Gradient
Boosting 95.37 7 212 0.95 1 0.98 0.81 0.12 0.22
Ada Boosting 95.37 4 215 0.95 1 0.98 0.87 0.11 0.20
Meta Model 99.87 2 4 1 1 1 0.99 0.98 0.99
4.2 Execution time

The execution times of the models reveal notable differences in computational efficiency. SVM has the highest
execution time, indicating it takes the longest to run, making it the most computationally expensive. In contrast,
AdaBoost and the Meta Model have similar execution times, both significantly faster than SVM. Gradient Boosting
and Neural Network exhibit relatively lower execution times, with the Neural Network being the fastest. This
analysis illustrated in Figure 3 highlights the computational cost associated with each model, showing that while
SVM is the most resource-intensive, the Neural Network is the most efficient.

Execution Time of Each Model

SVM ~

AdaBoost -

Meta Model 4

Gradient Boosting

Meural Network -

0.00

0.05

T
0.10

T
0.15

Execution Time (seconds)

Figure 3: Time taken by each model to make predictions

4.3 Model Validation
The relative contributions of each model within the Meta Model highlight the distinct roles in the final predictions.
AdaBoost has the highest contribution, around 60%, indicating it plays the most significant role in the Meta Model’s
predictions. SVM follows with a contribution of about 30%, making it the second most important model. Gradient
Boosting and Neural Network have smaller contributions, with Gradient Boosting at around 10% and the Neural
Network being the least influential. As shown in Figure 4, this distribution reflects the weights assigned to each base
model, where a higher percentage indicates a greater influence on the ensemble’s final decision-making process.
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Percentage Contribution of Base Models in Meta-Model
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Figure 4: Contributions of base models in meta model

The feature contributions of the top models within the meta mode reveal distinct patterns in how each model
prioritizes input data. Figure 5 highlights the AdaBoost model, which assigns the highest importance to transactional
behavior, such as transaction hour and amount, followed by account age. Address-related features, including billing
and shipping addresses, also play a role, though with less impact on the model’s predictions. Figure 6 focuses on the
SVM model, where transaction amount emerges as the most influential feature. Account age and transaction hour
are also significant contributors, with address-related features providing moderate influence. These visualizations
offer insight into how the Meta Model leverages its base models, AdaBoost and SVM, to make accurate predictions
by focusing on key transactional and account-specific data.

Top Features Contributing to AdaBoost Model

Transaction Hour

Transaction Amount -

Account Age Days

Shipping Address

Customer Location

IP Address A

Billing Address

0.0 0.2 0.4 0.6 0.8
Importance

Figure 5: Top contributing features of the AdaBoost Model
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Top Features Contributing to SVM Model

Transaction Amount

Account Age Days

Transaction Hour -

Shipping Address

Billing Address

IP Address A

Customer Location -

T
0.0 0.5 1.0 1.5 2.0 2.5 3.0
Importance

Figure 6: Top contributing features of the SVM Model

4.4 Data Product

After incorporating the model into the data product, new transactions were created to test its effectiveness. The
best-performing model, the meta-model, was integrated into a Django web application to evaluate its real-time
performance. The web application featured fraud detection, alerts, transaction monitoring, and customer
management, allowing users to track recent transactions and examine individual cases in detail. Transactions with
large amounts, especially those made around midnight, were identified by the model as potential fraud cases. Figure
7 illustrates a new transaction recorded during the early hours of the day, highlighting the model’s ability to detect
unusual timing patterns. Similarly, Figure 8 presents a transaction with a high amount, further demonstrating the
model’s capacity to flag high-risk behaviors in real-time by leveraging key features like transaction amount and
time.
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Figure 7: New Transaction Recorded During Early Hours Of the Day
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Figure 8: New transaction with a high transaction amount

This section evaluated four base models and a Meta Model, focusing on performance, class balance, and execution
time. The Meta Model achieved the highest accuracy (99.87%) and effectively classified both majority and minority
classes. While SVM had the longest execution time, the Neural Network was the most efficient. AdaBoost
contributed the most to the Meta Model's predictions. When integrated into the data product, the model successfully
flagged high-risk transactions, such as those with large amounts or made during unusual hours (Figures 7 and 8),
demonstrating its effectiveness for real-time fraud detection.

5.0 CONCLUSION AND FUTURE WORKS

This study presents a significant advancement in e-commerce fraud detection by addressing class imbalance through
robust model design rather than traditional resampling techniques. Our ensemble approach combines the strengths
of Support Vector Machines, Neural Networks, AdaBoost, and Gradient Boosting, with a Random Forest
meta-model that achieved an impressive accuracy of 99.87%, along with 0.99 precision, 0.98 recall, and 0.99
F1-score. By using carefully tuned hyperparameters and model-specific optimizations, we significantly improved
minority class detection while minimizing false positives and negatives. The model's effectiveness was validated
through both theoretical evaluation and practical implementation in a real-time data product environment,
addressing a critical gap in existing literature.

To ensure transparency and trust in the model's decisions, Local Interpretable Model-Agnostic Explanations (LIME)
was used, which identified Transaction Hour, Transaction Amount, and Account Age Days as the most significant
predictors. This combination of high performance, interpretability, and practical validation demonstrates the model's
readiness for real-world deployment. Future research could involve further validation using diverse, real-world
datasets to enhance the model's generalizability.
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